Steal 
This 
Codebook 


You are welcome to take any or all of it, post it online and claim it as your own original work. Print out copies, hand them out to your friends, put them in 
a Little Free Library, leave them in random places, sell them at a huge profit, have all kinds of fun. 


I do not claim rights or responsibilities for any part of this book. I have only provided facts and my own observations. I have not and do not advocate or 
condone any illegal or immoral activities here and will not recognize any responsibilities for any activities or repercussions resulting from any such you 
may decide to undertake as a result of reading what I have presented here. 


INTRODUCTION 


The field of cryptography evolves constantly. Every day, tens of thousands of public and private sector 
employees around the world spend their workday in an effort to create newer, better, unbreakable 
methods of encryption, and tens of thousands of others work at developing ways to break those 
methods. Tens of thousands more use those methods to hide communications and data and to gain 
intelligence all around the world. 


Since the mid-1970s, when the concept of the public encryption key was developed, the field of 
cryptography has focused almost exclusively on methods of encryption involving the use of computer 
programs making complex calculations using extremely large prime numbers (often numbers so great 
they contain strings of hundreds to over a thousand numbers). As a result, almost all efforts in 
developing new methods have concentrated on systems that are based on sending and receiving 
messages via computer networks over public communications channels. 


I believe this philosophy to be completely unacceptable; it is tantamount to putting all your eggs in one 
basket. No longer are people relying on educating themselves and using their own guile and cunning to 
ensure their privacy and security, they are content to be dependent on an unknown third party and 
employing highly accessible and traceable methods of exchanging messages. If a message suspected of 
being complicit with some unauthorized activity is intercepted, it is only a matter of minutes or a few 
hours before the originator is identified and can be picked up and questioned. Government authorities 
may, with no evidence of malfeasance, look at an individual’s entire browser and email history through 
their internet provider without the individual’s knowledge or consent. When one uses software from a 
third party, it must be assumed a back door is built into the program that allows the person that wrote 
the software or an unknown hostile agency to have free access to any and all communications 
exchanged, and it must be assumed that all communications are read, recorded, and stored for later use. 


In short, the internet is completely useless if you want your communications to be truly private. 


That is why this publication has ignored this most modern form of cryptography; it is simply not to be 
trusted. Every time I see a popup ad or hear a radio commercial for the latest and greatest secure VPN 
that guarantees privacy, I laugh. Programs that encrypt your messages, VPNs that claim to make your 
browsing private, secure browsers and networks, and other software are no substitute for common 
sense, good judgment, and education. If I see a search engine that says they don’t track your searches 
and don’t record your ISP, I assume that tracking your searches and recording your ISP is exactly what 
the search engine was designed to do to begin with. I have yet to see a single one that did not (months 
or years later) turn out to do exactly that. 


Just yesterday, on my daily commute, I heard a radio advertisement for a popular “private” browser that 
stated explicitly that they didn’t share your personal information or your browsing or search history 
with Google or other companies. It is commonly known that they do indeed share that information, 
and the fact that they share it is buried in their own End User License Agreement. They are lying. 


This publication will focus on methods and use of encryption that existed before the age of public key 
encryption, but it will not rule out the use of computers to prepare ciphers; it will utilize resources that 
all personal computers are capable of straight out of the box, not connected to any network, and not 
running any dedicated software for encryption. Simply buying or downloading a program to encipher 
communications is enough to tip off a third party of your intentions to communicate privately. 


METHODS OF SENDING AND RECEIVING CLANDESTINE COMMUNICATIONS 


Young people that are first introduced to the concept of cryptography usually imagine sending a secret 
message by writing it on paper and stealthily passing it to an accomplice or leaving it in a prearranged 
hidden spot. Alternately, it may be sent via flashing a light or a two-way radio. There are many more 
methods of sending messages, which we will cover briefly. 


Spies, criminals, and informants have historically used a simple signaling system to send prearranged 
messages to their accomplices that involves no writing of any messages whatsoever. Leaving a 
window shade halfway up, a rake or broom left leaning next to a door, or a car backed into the 
driveway instead of pulled in frontwards may signal an accomplice to expect a message or to meet 
someone at a certain public location. Alternately, it could signal prearranged messages such as, “do not 


ээ 66. 39 66. 


meet me today", “your package is ready”, “your activities are suspected”, or “our plans are canceled". 


Messages have been transmitted any number of ways. Over two thousand years ago, systems were set 
up with operators miles apart flashing messages by using polished metal as mirrors; these messages 
were relayed over hundreds of miles in this manner. We are all familiar with smoke signals sent by 
native Americans. Messages have been transmitted by sound; drums, bells, and shots of cannon and 
small arms have all been employed in this manner. Hundreds of years ago in Holland, people were 
known to send clandestine messages by creatively arranging the cloth sails on the wooden frames of the 
blades of their windmills. Hobos have their own set of simple drawings that they mark in chalk around 
railroad yards and various places along streets to send messages to each other. 


Common handheld computers communicate via laser and infrared light; this evolved from informal 
experiments by amateur radio enthusiasts in the 1960s who contrived a method to communicate by 
modulating automobile headlights. A good subterfuge for carrying out clandestine communications 
based on this concept might be employed by similarly manipulating the output of LED lights in 
vehicles, buildings, store signs, or billboards using high-speed digital signals. 


If one were to attempt to develop such a system to use for passing clandestine messages, it could be 
accomplished in one of two methods: by a light that was constantly turned on, and by a light that was 
not turned on the majority of the time. 


If the sending unit were a light that was illuminated the majority of the time, the process of sending a 
message would by necessity be the reverse of normal modulation; the usual method is to send short 
bursts of light, but that would not work, as a flashing light would attract attention. A circuit would have 
to be devised that would allow the light to be illuminated constantly, but when the party wishes to 
transmit a message, the signal would be modulated by extinguishing the light for extremely brief 
periods rather than illuminating it (in somewhat the reverse manner that digital signals are sent over 
amateur radio). This would visually eliminate any indications that something was amiss. Even if a 
discrepancy were noticed by a bystander, it could easily be mistaken for a defective light. 


A light programmed to be digitally modulated in such a manner would also require a corresponding 
receiver that was designed to process such a signal. It is beyond the scope of this paper to speculate on 
such methods, but many licensed amateur radio operators may be able to design such a system. 


The inverse is, of course, to illuminate the light when you wished to send a signal. If one wished to 
avoid detection, then by necessity one would almost be required to use infrared LEDs. It could be 
modulated from a low-powered source such as PSK transceivers as used in amateur radio applications, 


or even a cheap simple CW transmitter can be built for a couple of dollars. The selected transmitter 
can be plugged into the speaker output of a common computer, and there is a large selection of amateur 
radio software that can be used to modulate the signal. 


Alternately, in the most austere of conditions, a TV remote or a simple combination of a battery, 
infrared LED (which could be salvaged from a dashcam, security camera, TV remote or similar 
device), and an improvised momentary on/off switch can be used to send a Morse code message. It can 
be mounted with a shield to prevent surrounding people from seeing a signal; imagine using a short 
length of pipe as a shield. The infrared transmitter is pointed at the intended recipient, and Morse Code 
is used to transmit a signal, the same as Boy Scouts have used flashlights to send signals for many 
decades. The infrared light is easily picked up by the camera on a cell phone, on a cheap and common 
automobile dash cam, night-vision goggles, or a camera in a home security system. 


Cheap aftermarket dash cams often have such LEDs installed; a creative person could fabricate a 
momentary off/on microswitch and stealthily wire it into their unit to illuminate them at will. They 
could park at a certain location, tap out a message using Morse code, and be on their way without ever 
leaving the automobile. The recipient could receive it using their cellphone or could record it using 
their own dashcam without necessarily even being present at the scene of the transmission. The sender 
may even contrive to leave a message recorded on an accomplice’s home security system by 
transmitting the flashing LED to a camera pointed towards the street. 


Scrolling LED billboards also offer opportunities, both for modulating signals in the above manner, or 
embedding messages within the scrolling text. 


QR codes could be left in public places that lead the person to a web page with an encrypted message. 
They could be disguised by drawing the squares in different colors, as black and white are not required. 
You may choose to hide them in plain sight — many advertisements posted in public places have QR 
codes on them, a fake advertisement for the most boring product ever or the stupidest play or poetry 
reading could be generated; no one would be interested enough in the advertised product or service to 
bother scanning the code. Putting a QR code on a sticker and placing it over a corresponding code on a 
legitimate advertisement or adding it to an advertisement as if it belonged there is also doable. 


Of course, if one were to go the route of writing the message on a piece of paper and hiding it in a 
public place, the hobby of geocaching would be a good place to start trying to get some practice. 


Codes and ciphers are the two main divisions of secret writing. Less used, but still employed, are 
acrostics and steganography; there are a number of methods of hiding messages in pictures and 
drawings. Invisible writing includes microscopic inscriptions and sympathetic inks. In earlier times, 
people made use of lemon juice and other liquids, which were invisible until heat was applied. Other 
inks are brought out by chemical and physical means. Microscopic inscriptions may be printed, 
reduced through photography, by computer, or engraved by laser; a microscope or magnifying glass of 
high power may be required to read them. 


For the purposes of this exercise, we will concentrate mainly on sending messages by printed medium, 
with the participants assuming the enciphered text will have some chance of being intercepted by their 
adversary. The field of steganography is rich, though not used widely (unless you count gang members 
tagging their territory); 1f someone wishes to gen up a basic manual on the finer points of hiding 
messages in drawings and artwork, it would be welcome. 


TERMS AND DEFINITIONS 


If you are planning to encipher messages, you will have to know at least something about the subject; 
it’s difficult to just learn a method and use it, expecting that all you will need to know can be learned in 
five minutes. Sorry, but it doesn’t really work that way. You will have to learn a basic minimum, so 
we will try to make it as easy as possible. We will start with the easy stuff and work our way towards 
the more complicated stuff. But don’t worry, once you’ve gotten the hang of the more difficult stuff, 
you will realize it’s all pretty easy; it’s more of a way of looking at things than learning a bunch of 
complex material. We'll start with the easy stuff, learning the words and definitions that we're going to 
use. 


Certain definitions for words, which have become standard through usage, are necessary to an 
understanding of the subject. Cryptography is the science which deals with all the means and methods 
for converting an intelligible message into unintelligible or secret form and for reconverting the secret 
message into the intelligible message by a direct reversal of the steps used in the original process. The 
words of the intelligible message constitute the plaintext, also called cleartext, and the characters of the 
secret scrambled-up version of the message constitute the ciphertext. Cryptanalysis is the art of 
analyzing and resolving ciphertext into something you can actually read without having found the 
method or key employed. In solving unknown cryptograms, we make use of of the characteristics of 
the language suspected and every scrap of information from all available sources concerning the 
circumstances under which the messages were sent and obtained. 


Codes and ciphers are the two principal methods of secret communications, although a code is really a 
form of substitution cipher. The distinction is more or less arbitrary and the definitions have been 
adopted for the sake of convenience. A code handles elements of varying lengths — words, phrases, and 
possibly whole sentences, while a cipher usually deals only with individual letters or pairs of letters on 
a message. The use of a code generally means each correspondent must possess identical copies of 
code books or lists. This is not generally desired, as a code book may be lost or destroyed, and could 
spell disaster if it falls into the hands of the adversary. 


Ciphers are divided into two distinct classes: transposition and substitution. 


In a transposition cipher, the individual letters, pairs of letters, or words of the plain text have simply 
been rearranged into a different order. Their positions with relation to each other have been changed. 
Writing a message backwards is a simple type of transposition; “GO AT ONCE" would appear as 
“ЕСМО TA OG". 


Transposition ciphers are of various types — reversed writing, anagrams, route ciphers, grid ciphers, 
grill systems, and so on. Many of them are based on geometric patterns. Transpositions may be double 
or single. 


In a substitution cipher, the elements of the plain-language message — letters, pairs of letters, etc. keep 
their usual relative positions, but they are replaced in the cipher text by other letters, figures, or 
symbols. “СО AT ONCE" may be written as ХР SO PEVY, 1124 09 32 24 10 17 06, 
or $& *# &/%( 


Substitution systems are far more numerous and much more practical. Among the many substitution 
methods may be found string ciphers: square tables, slides, discs or “wheel” ciphers; and symbols, 
including the so-called “‘tic-tac-toe” or angle-writing. 


Acrostics, stencil or “window” systems, and steganography form a class by themselves. 


Most cipher systems consist of two parts: a general method which is fixed, and a key — variable at the 
will of the correspondents — that controls the operation of the basic method. Keys are either /iteral, 
consisting of words, phrases, or sentences; or numerical, composed of figures. 


Both transposition and substitution may be used in combination in the same message. A ciphertext 
created by a substitution system may undergo further encipherment by the same or a different 
substitution method, in which case superencipherment is involved. Messages already in code may be 
given further security by encipherment through transposition or substitution and the resulting text is 
called enciphered code. 


If a cipher uses only a single alphabet, it is referred to as monoalphabetic, and if two or more are used, 
it is called a polyalphabetic cipher. When the substitution involves one letter at a time, the cipher is 
monographic. In a polygraphic system, the substitution is by pairs of letters or larger regular groups. 
A well-known example is the diagraphic cipher called the Playfair, in which each pair of letters in the 
plain text is enciphered by a pair of letters in the cryptogram. 


Mechanical devices, usually hand-operated, are called cryptographs. These devices may be 
mechanically or electrically operated, or both. They serve the same function as computer programs 
intended for enciphering text. Many are extremely complex. 


ALPHABETS 


Most languages, with few exceptions and most notably some of the Asian tongues, are written by 
means of alphabets consisting of characters which we call letters and which represent individual sounds 
or combinations of sounds in the language. The English language has an alphabet of twenty-six letters. 
Other languages do not have the same number; for example, Hawaiian has only twelve, Greek and 
Latin twenty-four letters, and Russian thirty-five. 


For the purposes of this subject, the rest of this paper will assume that "the alphabet" is referring to the 
26-letter English alphabet, unless otherwise indicated. 


A normal alphabet is one that is written in the usual sequence and direction according to the custom of 
the language. Most of those we are familiar with are written from left to right; Hebrew, for example, is 
written from right to left. 


This is the normal alphabet: 


ABCDEFGHIJKLUMNOPQRS TUVWXYZ 


Besides the normal alphabet, there is also the cipher alphabet of the secret text. Cipher alphabets are of 
two kinds, standard and mixed. A standard alphabet may start with any letter, but it runs in sequence 
from A to Z and is written from left to right, in which case it is called a direct standard alphabet, or is 
written from right to left, forming a reversed standard alphabet. An example of the direct standard 
alphabet is given below, starting with the fourth letter: 


DEFGHIJKLMNOPQRSTUVWXYZABC 


Two examples of reversed standard alphabets are: 
ZYXWVUTSRQPONMLKJIHGFEDCBA 


PONMLKJIHGFEDCBAZYXWVUTSRO 


Mixed alphabets are of two types, systematically mixed and random mixed. Systemically mixed 
alphabets are usually formed by means of a key and there are a number of ways of constructing such 
alphabets. These will be treated under the subject of “keys”. One example, where the keyword is 
written first followed by the other letters of the alphabet not in the keyword is this: 


KRYPTOSABCDEFGHIJLMNQUVWXZ 


A random mixed alphabet may be: 
WNHPUYSXQZROTGLEMAJBFKDIVC 


All cipher alphabets may be classified as enciphering alphabets and deciphering alphabets, arranged 
for convenience in enciphering and deciphering cryptograms. Each is composed of two parts, the plain 
text component and the cipher component. The latter is sometimes referred to as the “crypto” 
component. With the random-mixed alphabet shown above, they would be: 


Enciphering Alphabet 
Plain component - ABCDEFGHIJKLMNOPQRSTUVWXYZ 


Cipher component - WNHPUYSXQZROTOLEMAJBFEKDIVC 


Deciphering Alphabet 
Cipher component - ABCDEFGHIJKLMNOPQRSTUVWXYZ 


Plain component - RTZWPUNCXSVOOBLDIKGMEYAHFZJ 


In the enciphering alphabet, the letters of the plain text are found written in normal sequence in the 
plain component with their equivalents in the cipher text just below them in the cipher component. 
Thus, the word ENEMY would be enciphered UGUTV. In the deciphering alphabet, the letters of the 
cryptogram are found in the normal sequence of the cipher component, with their equivalent values in 
the plain text underneath them in the plain component in random sequence. 


A reciprocal alphabet is one in which the values of the letters of the alphabet are all reciprocal in pairs. 
Here is one example: 


Enciphering Alphabet 
Plain component - ABCDEFGHIJKLMNOPOQRSTUVWXYZ 


Cipher component - RKVQZUSOPWBXTYHIDAGWFCJLNE 


Deciphering Alphabet 
Cipher component - ABCDEFGHIJKLMNOPQRSTUVWXYZ 


Plain component - RKVQZUSOPWBXTYHIODAGWFECUJILNE 


Note that the enciphering and deciphering alphabets are identical and that it is not necessary to write 
out both. Either one can be used to encipher or to decipher. 


All reversed cipher component alphabets are reciprocal. 


KEYWORDS 


Keywords are an integral part of cryptography; we use them to encipher and decipher messages. 
Keywords can be only a few letters long, and sometimes are exactly 26 letters long, containing only 
one example of each letter of the alphabet. These are called enciphering alphabets. A short keyword 
can be used to create an enciphering alphabet, which may in turn be used as a keyword itself to 
encipher a message. This may sound a bit complex, but it will become clearer later if you just accept it 
for now. Correspondents may choose to agree on a previously-determined set of keywords for use in 
their communications, or they may garner it from a third source, such as words culled from the 
headlines of a newspaper or magazine or the clues in a crossword puzzle of a local or national 
newspaper on a given date. 


There are generally two types of keys: Literal keys and numerical keys. 


A literal key consists of the letters of a word, phrase, sentence, or even a whole paragraph. In choosing 
a literal key, the following factors are important: 


a. It should be easily remembered. THE BUS IS LATE is better than ADJUDICATE. 


b. It should consist of one or more simple words that can be spelled only one way. CANCELED or 
CANCELLED and LABOR or LABOUR are undesirable. 


c. It should contain as many different letters as possible. BYSTANDER and LOGARITHMS are 
preferable to ELEMENTARY and INDICATION. 


d. It should have no association with, or relationship to, the special situation or circumstances. If the 
focus of the message is related to New York City, such words as SAN FRANCISCO, HOUSTON, and 
OMAHA should be eliminated. The most classified secret in the Second World War was the Manhattan 
Project, which had nothing to do with the island, but with development of the atomic bomb. 


A keyword that is used literally will be used in a different manner when used numerically. We use 
keywords (which are easy to remember) to arrange numbers in random order (which is difficult to 
remember). To avoid error and to eliminate the necessity of keeping a written memorandum of the 
numbers, simple methods have been devised. One is to assign numerical values to the letters of a 
keyword or a key phrase according to the numerical position of the letters in the normal alphabet. 
Suppose the keyword QUESTION is selected. The letters A, B, C, and D do not appear in the 


keyword, but E does; therefore, under the letter E is placed the numeral 1. The next letter of the 
alphabet occurring in the keyword is I, so below it is written the figure 2: 


QUESTION 
1 2 


Then comes N, with 3 underneath, O with 4, and so on. 


QU 
58 


e Ы 


STION 
67243 
The derived numerical key is therefore 5-8-1-6-7-2-4-3. 


Other examples: 


SYSTEMS FOR CONSTRUCTING ENCIPHERING ALPHABETS BY USING KEYWORDS 


It is a simple task to create a 26-letter enciphering alphabet by using a much shorter word to rearrange 
those letters. Earlier, we systemically mixed an alphabet by writing the keyword SHOCKED, followed 
by the remaining unused letters. The enciphering and deciphering alphabets in this case are: 


Enciphering Alphabet: 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 
SHOCKEDABFGIJLMNPQRTUVWXYZ 

Deciphering Alphabet: 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 


HIDGFJKBLMENOPCQRSATUVWXYZ 


This is relatively poor method of employing an enciphering alphabet. Note the underlined sequences 
which shows the weakness of the chosen keyword. The alphabets are not thoroughly mixed, especially 
TUVWXYZ. Let us try another keyword, DANGEROUSLY. 


Enciphering Alphabet: 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 


DANGEROUSLYBCFHIJKMPOQOTVWXZ 


Deciphering Alphabet: 
ABCDEFGHIIJKLMNOPQRSTUVWXYZ 


BLMAENDOPORJSCGTUFIVHWXYKZ 


With the keyword SHOCKED, we have seven letters at the end of our alphabet enciphered by 
themselves, TUVWXYZ. Using DANGEROUSLY, we have two letters enciphered by themselves, one 
of which is unfortunately E. This will also constitute a weakness, though not to the same extent as the 
first keyword. 


We will now discuss five methods of generating more systematically rearranged alphabets, all of them 
transposition processes. 


CREATING A MIXED SEQUENCE USING AN INTERVAL METHOD 


First, we will look at the interval method of creating keys. First the correspondents, employing a 
previously agreed-upon keyword and number, will count off the letters in a normal alphabet, a 
systematically mixed alphabet, or an arrangement such as the QWERTY sequence. The alphabet to be 
mixed is considered as a circle. As each letter is counted off, it is written in a new sequence and 
dropped as the count is continued. We will use the keyword PLUTO 9: 


PLUTOABCDEFGHIJIKMNQRSUVWX YZ 


The procedure is as follows: count the first nine letters and place the number 1 below the ninth letter, 
D; then count another nine letters, reaching N, under which the number 2 is placed; 


PLUTOABCDEFGHIJIKMNQRSVWXYZ 
1 2 


The third count begins with the letter N and goes back to the start of the alphabet, the number 9 falling 
on the letter P; beginning the fourth count of nine, we disregard D because we have already placed it as 
the first letter of our sequence D, N, P... 


PLUTOABCDEFGHIJKMNORSVWXYZAZ 
3 1 4 2 5 


... and we reach the letter F, under which is written the number 4; similarly, on the fifth count of nine, 
N 1s disregarded and S becomes the fifth letter of the sequence. The entire sequence, carried out to this 
method, would be: 


DNPFSOKLIZJTVGAXROQOWUEBCYHM 


The correspondents could, in this case, have a previous agreement to use a word from a crossword 
puzzle in a newspaper available to both, and the day of the month or the number of the page the 
crossword puzzle appears on could be the interval or some other sort of method of determining a word 
and number. This would alleviate the necessity of sending keywords and numbers; as well as changing 
both on a daily basis. 


CREATING ENCIPHERING ALPHABETS BY TRANSPOSING THE COLUMNS 


Here is one simple method of using a shorter word to create a systematically rearranged alphabet, 
which may also be used as a 26-letter keyword, if needed: 


Keyword — CHRISTMAS 


CHRISTMA, 
BDEFGJKL 
NOPQUVWX 
Ү 2 


We do not изе the letter “S” twice for obvious reasons. Each column is read from top to bottom, 
providing us with the mixed sequence to use as an enciphering alphabet or as a 26-letter keyword: 


CBNYHDOZREPIFQSGUTJVMKWALX 
Here is a second example: 


Keyword - UNEMPLOYED 


UNEMPLOYD 
ABCFGHIJK 
QRSTVWXZ 


Which gives us the mixed sequence: 


UAOQONBRECSMFTPGVLHWOIXYJZDK 


Simple but effective! 


CREATING AN ENCIPHERING ALPHABET BY REARRANGING COLUMNS NUMERICALLY 


There are also methods of creating a mixed sequence by using a keyword arranged numerically as 
discussed earlier. Here we will use the keyword CRUMBLES: 


Numerical key - 


We mix the order of letters by copying the letters in the columns in numerical order. We first read 
column 1 with the letters B, H, and T, then the letters in column 2, C, A, N, and Y, continuing 
numerically with each remaining column. The mixed sequence is: 


BHT САМУ E JW LIV MGQ RDOZ SKX U FP 


...making the enciphering alphabet: 


BMTCANYEJWLIVMGORDOZSKXUFP 


Note that no letters are enciphered by themselves, and there are no sequences of letters in the 
enciphering alphabet that resemble any sequence in a standard alphabet. 


CREATING A MIXED SEQUENCE USING A DOUBLE TRANSPOSITION METHOD 


Now we will discuss a double transposition method of creating a key. With this method, a keyword of 
five letters is chosen and the derived numerical key found. The keyword is written in the first row of a 
square matrix consisting of twenty-five small squares or cells. The other letters of the alphabet that do 
not occur in the keyword are written in order in the remaining four rows, I and J being considered as 
the same letter. The letters in the keyword GAMES alphabetically would fall in the order of 3-1-2-4-5; 
the derived numerical key is then written horizontally above the matrix and vertically at it's left side, 
creating: 


3-1-2-4-5 


ON & FW 
<юноо 
Sora yp 
мно 
H oH Z nj н 
маоно 


The digits of the numerical key at the top are the column indicators and those at the left indicate the 
rows in the matrix. The column and row indicators are written in two-digit figures and the letters of the 
mixed sequence are written below the figures according to the positions of the letters in the matrix as 
determined by the column and row indicators. The first letter placed in the sequence is found in 
column 1, row 1. The sixth letter is in column 2, row 1. The 25-letter sequence will be: 


11 12 13 14 15 21 22 23 24 25 31 32 33 34 35 41 42 43 44 45 51 52 53 54 55 


C QA KWD RM L X B Р С I V F T E N Y HU S О 7 


We omitted the letter J in forming the matrix. J can now be placed either at the beginning or the end of 
the 25-letter mixed sequence, or in any other position agreed upon by the correspondents. The 
enciphering alphabet is (with J at the end): 


ABCDEFGHIJKLMNOPQRS TUVWXYZ 


CQAKWDRMLXBPGIVFTENYHUSOZJ 


CREATING A MIXED SEQUENCE USING A DOUBLE KEYWORD METHOD 


Similar to the double transposition method is the use of a double keyword. This method employs two 
different keys for determining the columns and rows, of which the following is an example. The 
keyword for the columns is GAMES, and for the row is UNITE: 


3-1-2-4-5 


U 5 GAMES 
N 3 BCDFH 
I2 IKLNO 
T 4 PORTU 
E 1 VWXYZ 


The mixed sequence will be: 
11 1213 1415 2122232425 3132 33 34 35 41 42 43 44 45 51 52 53 54 55 


W K C ОА Y N F T E V I B P G X L D R M Z O H U S 


These two double transpositions produce alphabets are more thoroughly mixed than any of the other 
ways we have described, except for the interval method. 


MONOALPHABETIC CIPHERS: THE CAESAR CIPHER 


One of the oldest ciphers using the Roman alphabet and one of the simplest is the Caesar cipher; it uses 
a simple transposition method to encipher the text. Each letter in the plaintext is shifted three letters 
forward to form the ciphertext. For example, we will use the phrase “MEET ME AFTER SCHOOL” 
as the plaintext: 


MEET ME AFTER SCHOOL 


PHHW PH DIWHU VFKRRO 


... resulting in the ciphertext: 


PHHWP HDIWH UVFKR RO 


It is possibly the easiest ciphertext to break, but it is presented here only for the purposes of illustration. 
We will be referring to the Caesar cipher later in the text. 


POLYALPHABETIC CIPHERS: THE VIGENERE METHOD 


Now we are getting to the good part. All of the material presented so far was background information, 
but now we will learn how to encipher messages. First, you and your intended recipient must have a 
previous agreement on a keyword that will encipher and decipher a message. Also, you should have an 
agreement on how to exchange any keyword for any future messages, as you will want to change them 
out on occasion. Here is one method of enciphering messages; it is not too difficult to break this 
cipher, but you will have to get the hang of it before you can move on to more complex methods of 
enciphering messages. It’s not too difficult. 


The most famous use of the Vigenére table was published by the mathematician Charles Dodgson, 
more popularly known as the author of the book, *Alice's Adventures in Wonderland" under the pen 
name of Lewis Carroll. This appeared in a single sheet published in 1868, with the table on one side 
and instructions on the reverse. It proved to be immensely popular, both at the time of publication and 


in succeeding years. Photos of his design can be found through any online search engine, and can be 
downloaded from many sources. 


The basic table has been recreated as follows: 


ABCD 


El 


FGHIJKLMN 


о 
tg 
10 
w 
n 
H 
a 
< 
= 
ЕУ 
K 
N 


мнхаязанолююо на няанноннооор 
мнхаязанолююо на няанноннооор 
ынмязанояююо0о<н:няанноннооо 
шрынияз<чаноюююо0о < 8 няаннонноо 
ошррынязчаноюююо <: PN UHANI 
оошрыния<чаноюю юо0о < в няаннона 
ноошрыниязаноюююо <наняачнонон 
ноошрыныязчаноюююо ня няанино 
QAAOQNQWPNK KX SESGCGCHNWONOARHARYUH ED 
TOAAONQWPNKK SEKI GCHHNWDONOSBHAGH 
H@OAHONQWPNKK SEI GCHHAWDOVOAZBRHAY 
GYUHMRODAAONQWPNKK SEA GCHHNDOVOABRER 
AYUHMOAAOQNQWPNKK SES GCHHNWOVOAZEH 
PRUHMOAHRAHONOWPNK KX ESI GCHHNWOWOZE 
зняанонаоо ры ная зчаноюююо<2 
мняаноннобо рыныязаноюююо 
овняанонноо рыныиязаноююю, 
юовЕнячнионноо и рынхнязчанояю 
ючооакняаншощчыоошымккасанин 
яяююоЕняаноннобоюрыныязано 
NDDAOVORZERAPRAYHMAAAONQWPNK KX SES GH 
HNWOVOAZEBRHAUQHROAAOQNQWPNKK EKG 
GHMNDOVOAZEBRHAGQHBOAAUONOWPNKK AS 
SGGHNDAOVOARBHPAGQHMONAAOQNQWPNKKS 
<занолююо<няняаннончнооюрынх 
жя<анолююо©о кж няаниноннооюьнын 
KK азаноюююо < 8 няанноннооорн 


The first row is the standard alphabet from A to Z. Each succeeding row is the same alphabet shifted 
one letter to the left of the row preceding it. 


Dodgson’s cipher requires the use of a keyword. His brief instructions used the word VIGILANCE, 


illustrating the message: MEET ME ON TUESDAY EVENING AT SEVEN. 

The keyword, VIGILANCE, is written above the message, repeated as often as necessary: 
утс А 
МЕЕ Е 


EV 
TU 


ng 


I IL NC I ILANCEVIGILANCEVI 
E TM ON E DAYEVENINGATSEVEN 


The first letter of the message is M, which is enciphered using the letter V. Find the column headed by 
V and move down the column until you come to the row headed by M. The cipher letter at the 


intersection is H, making it the first letter of the ciphertext. 


The next letter is E. Above E is I. The intersection of the column headed by I and the row headed by E 
is M, so M is the second letter of the ciphertext. 


The same procedure is followed with each letter of the message. 


The complete enciphered text is: 


HMKBX ERPSP MYLLY RXIIQ TOLTF GZZV 


A null may be added to the original message to make the ciphertext end with a quintuplet of letters; this 
is up to the user. 


To decipher, a slightly different procedure is used. As before, start by writing the keyword repeatedly 
over the ciphertext. The letter above H is V. Find the column headed by V. Move down the column 
until you reach H, then move left along the row until you reach the first letter in the row. M is the first 
letter of the unencrypted message. The same procedure is followed for every letter. 


At the time it was published, it was believed that any person that did not know the keyword would be 
unable to decipher the message, even with the help of the table. While that may have been accurate 
then, it no longer holds true. Handheld computers have made breaking this cipher relatively easy. It 
can be done without a computer, but it is not a simple task. 


The Vigenère cipher is essentially a rotation of Caesar ciphers offset by differing amounts; the obvious 
flaw is the pattern of letters in the table. The two factors that make breaking the cipher possible are the 
repetition of the pattern and letter frequency. Modifications must be made to the Vigenére table to 
render it as difficult as possible to decipher by making the letters in the table as random as possible. 
The challenge is to create a method of randomizing the table that enables the correspondents to 
generate the same table without compromising the security of the cipher. 


We will now examine a method of preparing such a variation on a Vigenère cipher table. At the time 
the original Vigenére table was developed, it would have been an overwhelming task for an average 
person, but in modern times, personal computers make it relatively simple and error-free. 


Here is the crucial detail that makes this possible: the matrix can be rearranged by three methods. The 
alphabet can be re-ordered, the columns can be rearranged, and the rows can be rearranged. 
Fortunately, all three of these may be accomplished simultaneously without destroying the usefulness 
of the table; each row and each column will still contain only one example of each of the 26 letters. 


Standard word processing programs allow the user to highlight and rearrange rows of characters with 
ease; however, they do not offer the option of highlighting and rearranging columns of characters. 
Spreadsheet programs allow users to do both. It will be necessary for a person to become familiar with 
the most basic functions of a spreadsheet program if they are not already proficient. Computers using 
the Windows operating system provide a spreadsheet program in Microsoft Office, while those using 
the Linux operating system have Libre Office. I prefer to use Libre Office, as both Windows and Linux 
versions are available free for downloading and it’s simpler to use just one program. 


CREATING AN ENHANCED VIGENERE TABLE 


A number of methods of enciphering methods have been developed over many centuries, but many are 
completely inflexible when it comes to varying their methods; as a result, they can be broken in many 
cases in a very short time by handheld computers. The following method is an exception to this 
principle. 


There are many books in many languages describing different methods of cryptology. Sooner or later, 
almost all seem to use the phrase, “variations on Vigenère tables", while few actually present any 
examples of these variations. The few examples that are provided usually offer little to no increase in 


security or ease of use, and it would seem that they were more accurately designed with a goal to annoy 
an adversary attempting to crack the cipher rather than to create any real improvements. 


It has been said that any code that one person can invent another person can break. In deploying a 
system of encrypting communications, the goal cannot be to attain absolute security, it must be to make 
an adversary expend a disproportionate amount of resources in an attempt to intercept and decipher 
messages. The method presented here would make it far more difficult to decipher than a standard 
Vigenére table. While it may seem complex when reading the instructions provided here, it is actually 
quite straightforward and not too time-consuming with a little practice. The greatest hurdle would be 
to learn the basic functions of a spreadsheet program if you are not already familiar with such. 


A famed sculpture at CIA headquarters uses a mildly modified Vigenére table as part of it’s encryption 
method. In it, the alphabetical sequence in the matrix has been rearranged to 
KRYPTOSABCDEFGHIJLMNQUVWXZ. This delayed a number of cryptanalysts for a while, but 
once it was realized that a modified Vigenère table was being used, it was not difficult for one of them 
to solve the enciphered message. 


We will begin by rearranging the alphabetical order of the letters in the matrix in a similar manner. The 
order of letters in this example was chosen due to it’s familiarity with English-speaking people: 


A 


w 


с 


о 
El 


FG 


m 
H 


JKL 


= 
2 
о 
ч 


QRS 


H 
d 
< 


W 


tad 


Y 


N 


мнмыязаноюююо ня няанионнооо YD 
ZSA2WIQAKNARYUMADARONPHOHGAKHDAH = ю 
юкаш4аоммняачцшочоорюонакниян = 
=юкоаошаомимнячщшочоирюонакнян 
Ыы=ющоашаоммыняачащшочооиорюонанкня 
жых оюокашаохмнячшочоиорюонанкн 
HüÜFEPZzIOSZUdXOxmHP2x»wxamao*uuu»'uomudtk 
нов юзо<нмн,ы,нясчноноорюона 
аннянзюв а ю<з<о<ныняаеанонтоборюон 
наннязюв ZW зомы,няаноноорюо 
OHGrnHdüurmsziosuud4oxmmPpDmNGommumg"n uou э э + 
чОнан+ннхишзюкхжжшШш‹оюжпшгип тхашаша@тҥш Ошу 
тшюшОонаннчхшхзжхюкжажшШш‹ч‹чожхямынтяашаотшоО ж 
юрюонаннхязюв а ю<чзонмыняас воно 
бирюонаннянзюв ню <зонынясаснон 
ноорюонакннюнзю в ZW SAXNEN UTEQ 
Qm]ounuP»P'tonudzsdmggmtzioszszuioaxmupnmatmu 
шоноборюонаннояоюв ZW зонмыняа 
стон борюонакнкнняяо в ZW ззомыняэ 
яжяащшомобоорюонан_ннюнн0ою в м юзокын 
нячшочоборюонанняно ва юн 
NE WNGmonmnUunu»»s'gonudduiudgapmziosiszud3ox 
жмняаоноборюонанняюяюв оо 
QxmEmxNGmmnomumounu»uonudzszndautbziszu«sx 
$4OQOx*x«mwmpD2xNGnEO"HNHUU»P'UOHGrHHIUUEE ziIoszu 
ш4аоммняачшочоорюуонакнияняю = 2 
ошаоммынячцшочоирюуонанкниян= ю кх 


Obviously the letters аге no longer in alphabetical order, but the pattern has not changed. This 
modification would hardly delay any deciphering of the message; any attempt would still treat it as if 
the encryption was a rotation of the same cipher with different offsets. Further modifications are 
needed. 


Once again, to continue this chain of logic, neither access to the internet nor any specialized software is 
needed; all messages may be prepared using a standalone desktop or notebook computer and a common 


spreadsheet program. 


In the above modification of the table, the letters of the alphabet were rearranged to reflect the order as 


presented on a standard English-language computer keyboard. For the second step, the columns will be 


rearranged, this time (for the purposes of demonstration) using a sentence that uses all 26 letters of the 


alphabet as a keyword: The five boxing wizards jump quickly. 


We now replace the alphabetical sequence at the top of the cipher: 


THEFIVBOXNGWZARDSJUMPQCKLY 


QWERTYUIOPASDFGHIJKLZXCVBNM 
WERTYUIOPASDFGHJKLZXCVBNM 
ERTYUIOPASDFGHUJKLZXCVBNM 
RTYUIOPASDFGHJKLZXCVBNM 
TYUIOPASDFGHJKLZXCVBNM 
YUIOPASDFGHJKLZXCVBNMO 
UIOPASDFGHUJKLZXCVBNMOQWE 


A 
B 


c 
D 
E 


F 
G 
H 


IOPASDFGHJKLZXCVBNMOQOWER 
OPASDFGHJKLZXCVBNMOQOWERTYUI 


PASDFGHJKLZXCVBNMOQOWERTYUIO 
ASDFGHJKLZXCVBNMOQOWERTYUIOP 
SDFGHJKLZXCVBNMOQOWERTYUIOPA 
DFGHJKLZXCVBNMOQWERTYUIOPAS 
FGHJKLZXCVBNMOQOWERTYUIOPASD 


J 
K 
L 
M 
N 
о 


GHJKLZXCVBNMQWERTYUIOPASDF 


HJKLZXCVBNMOQOWERTYUIOPASDFEG 


P 
Q 
R 


JKLZXCVBNMQWERTYUIOPASDFGH 
KLZXCVBNMOQOWERTYUIOPASDFGHJ 


LZXCVBNMOQOWERTYUIOPASDFGHJK 


S 
T 
U 
У 
И 


ZXCVBNMOWERTYUIOPASDFGHUJKL 
XCVBNMOQOWERTYUIOPASDFEGHUJKLZ 


WERTYUIOPASDFGHUJKLZKXCYVYV 
ERTYUIOPASDFGHUJKLZXCVB 
RTYUIOPASDFGHUJKLZXCVBN 


а = 


СУВММОНЕВТУОТОРАЗЬЕСНОКЬАХ 
VBNMQWERTYUITIOPASDFGHIJKLZXC 


Then, to complete the second step, the columns in the entire table, including the top row, are rearranged 


to fit the top row into alphabetical order: 


ABCDEFGHIJKLMNOPQRS TUVWXYZ 
FUVHERAWTKBNZPIXCGIQULUYSOMD 
GIBJRTSEYLNMXAOCVHKWZUDPOQF 
HONKTYDRUZMQCSPVBJLEXIFAWG 
JPMLYUFTIXQWVDABNKZRCOGSEH 
KAQZUIGYOCWEBFSNMLXTVPHDRJ 
LSWXIOHUPVERNGDMOQZCYBAJFTK 
ZDECOPJIABRTMHFOWXVUNSKGYL 
XFRVPAKOSNTYOQJGWECBIMDLHUZ 
CGTBASLPDMYUWKHERVNOQFZJIIX 
VHYNSDZAFQUIELJRTBMPWGXKOC 
BJUMDFXSGWIORZKTYNQAEHCLPV 


A 
B 
с 
р 
Е 
F 
G 
H 
J 
K 


QFGCDHEOPTXLYUMWSRIVZAB 

WGHVFJRPAYCZUIQEDTKBXSN 
QZPEHJBGKTASUVXIOWRFYLNCDM 
WXARJKNHLYSDIBCOPETGUZMVF 
ECSTKLMJZUDFONVPARYHI 
RVDYLZOKXIFGPMBASTUJO 


N 
о 


Q 
BGW 
NHE 


TBFUZXWLCOGHAQNSDYIKPVEMJR 
YNGIXCEZVPHJSWMDFUOLAB 


хо 
си 
UMHOCVRXBAJKDEQFGIPZSNIT 


P 
Q 
R 


T 
Y 


IOJPVBTCNSKLFRWGHOAXDMYEZAZU 


ок 
WL 
OWKABNYVMDILZGTEHJPSCFQOURXI 


R 


S 
T 


PELSNMUBQFZXHYRIKADVGWITCO 
ARZDMQINWGXCJUTKLSFBHEOY VP 
DYCGWEPQRIVBLOUZXFHMKTAINS 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 
FUVHERAWTKBNZPIXCGJOQOLYSOMD 
GIBJRTSEYLNMXAOCVHKWZUDPOQF 
HONKTYDRUZMQCSPVBJLEXIFAWG 
JPMLYUFTIXOQOWVDABNKZRCOGSEH 
KAQZUIGYOCWEBFSNMLXTVPHDRJ 
LSWXIOHUPVERNGDMOQZCYBAJFTK 
ZDECOPJIABRTMHFOWXVUNSKGYL 
XFRVPAKOSNTYOQOJGWECBIMDLHUZ 
CGTBASLPDMYUWKHERVNOQFZJIIX 
VHYNSDZAFQUIELJRTBMPWGXKOC 
BJUMDFXSGWIORZKTYNQAEHCLPV 


STXFOWOMEHCVKIYLZDGNJRPUBA 
random, but the columns still read in the same QWERTY configuration. This is easily remedied in the 


third and final step. We now replace the letters in the leftmost column with letters found sequentially in 


While the original pattern has been eliminated, portions of it still remain; the rows appear to be more 
the sentence, “Pack my box with five dozen liquor jugs.” 


U 
У 
И 
X 
Y 
Z 
P 
A 
с 
K 
M 
Y 
B 
о 
X 
W 


QFGCDHEOPTXLYUMWSRJVAZAB 

WGHVFJRPAYCZUIQEDTKBXSN 
QZPEHJBGKTASUVXIOWRFYLNCDM 
WXARJKNHLYSDIBCOPETGUZMVF 
ECSTKLMJZUDFONVPARYHI 
RVDYLZOKXIFGPMBASTUJO 


Q 
BGW 
NHE 


TBFUZXWLCOGHAQNSDYIKPVEMJR 
YNGIXCEZVPHJSWMDFUOLAB 


хо 
си 
UMHOCVRXBAJKDEQFGIPZSNIT 


F 
У 
Е 
D 


T 
Y 


IOJPVBTCNSKLFRWGHOAXDMYEZAZU 


ок 
WL 
OWKABNYVMDLZGTEHJPSCFOQURXKXI 


R 


N 
L 


PELSNMUBOQOFZXHYRJKADVGWITCO 
ARZDMQINWGXCJUTKLSFBHEOYVP 
STXFOWOMEHCVKIYLZDGNJRPUBA 
DYCGWEPQRIVBLOUZXFHMKTAINS 


Q 
U 
R 
J 
G 
S 


Then, by the simple expedient of sorting the table to put the leftmost column in ascending order, the 
following is realized: 


» 
w 
Q 
о 


Е 


т] 


GH 


H 
C 
х 
н 
z 
z 
о 
tg 
ps] 
n 
H 
a 
4 
z 
ЕУ 
K 
N 


мниязчаноюю юн: няаниноннооор 
HRHAGWTSZOZVCVHAKKACUPWERHOADWANA 
WHOUMUK ARK AOCHAPEVAYUPHNASOOH 
шаяынынряноназзяою н а и аонюнооно 
ами рюооиющ<анноновянянняосч 
мнро<чшчяячиюнаоняоою  янномя 
хорош ронзаючы<заниынюн 
SMHUNAKANGCHPRANDDAAHKISIOWZOUGAN 
PPdu»mnduouoazzommudixuüzgu"uiodaumwtunutk 
QVUMPEMAOAHHNGCOWHADYUAANKAGPK 
оч<чБюноначамояяюорноянаннянон 
QAKGCHROWGCNAWHMAQOKHNONPUONEWA 
шданомюшмнаканяаяоораиыоәюн 
"Zzmnungoudri"mutnu.nuououuoddoamguwdimxmadouasx 
iO0mRbPBUHPxXxOHdudWgaogoz"bluoudnmoudzsisoumus» 
ZUmcaqQoarmpbadamugzmugisuo»bPmumxmmuuxdu'umuo 
HEAWDODKNYUODKXSZOSHAWAHGCHPHY PION 
DOWAHNURCKADMONANAEROD AZAHYHKHNOPNWAK o 
KNISWHDE WM PONAGCHFHANZOVAEWHAUKE 
HOABANTMOPYWOXRUNAOHAADAK GCHAR 
AKOVQHANESKOHPHNDAWDPOSMBanas 
юшюхачияихҳоонараиоошиыинакномкоам 
SPMOQNOKCHSREKOWVAZAOMMAWDHAKAHHG 
нам EAI PHKWHDEFPDGBTHAHONWNAOVAARKY 
BMAUACDWNHHMOMOUANHNKEXGCNWAYPHA YN 
анномираонкая низко оо ано 
юямаоаюншиоаоннаянию<<за ре знонняэя 


The modified matrix is complete. A quick study reveals that not only does each row and column retain 
no trace of the original QWERTY sequence, each row and column is arranged differently, and each row 
and column only contains one example of each letter in the alphabet. 


Use of a matrix systematically rearranged in this manner would make it extraordinarily difficult to 
crack the cipher. Unless a very long message is enciphered, the frequency of letters in the ciphertext 
would be nearly equal. Deciphering the text is now rather difficult, for the following reasons: 


1) One may wonder how many different ways the letters in the matrix can be arranged. The answer 
may be calculated as 26 (25? x 24? x 23° x 22°... 2°). 


2) Of course, the number of feasibly modified matrices would be many fewer, as the party sending the 
enciphered message would wish to use keywords as far removed from normal alphabetical order as 
possible. “Many fewer’, amusingly, would still be a number of arrangements too great for the average 
person to calculate. 


3) The use of a matrix systematically rearranged in this manner eliminates the necessity of using a 
keyword. Discarding the original instructions for using the Vigenère table, it is now only necessary to 
print out the table and use a ruler to go down one row at a time for each letter, essentially creating a 
rotation of enciphering alphabets sorted 26 different ways. 


4) If one wished to make things yet more difficult for a third party, it is also possible use a ruler to go 
from top to bottom by rows, and then left to right by column, effectively emulating a rotation of 


enciphering alphabets sorted 52 different ways. However, users are not bound to using 26 or 52 
rotations; they may decide to use only 23 rows, or a total of 47 rows and columns. 


It is a simple task, using a spreadsheet program, to create a pair of horizontal and vertical rulers with 
letters already printed on them using the same spacing as the Vigenére tables for the sake of 
convenience in enciphering and deciphering (see the page at the end of this document). One may also 
create a second set of rulers that arranges the alphabet in reverse order. If one were to go first vertically 
and then horizontally using the first set of rulers, and then vertically and horizontally using the second 
set of rulers, it would allow one to effectively emulate up to 104 different rotations of enciphering 
alphabets. Of course, the letters in the second (or even a third or succeeding) set of rulers do not have 
to be in reverse alphabetical order; they may be rearranged in any order at the users’ discretion. 


Creating three systematically mixed alphabets to use as 26-letter keywords is not overly cumbersome if 
the methods presented earlier are used. In addition, it is not really necessary to rearrange the letters of 
the alphabet within the table to achieve a random distribution of letters, it merely allows for a greater 
variety of ways of rearranging the table. Leaving the Vigenère table in it’s original ABCDEF order and 
implementing only the second and third steps will prove just as effective in rearranging the matrix. 


The sender and recipient may use three different keywords to create three different systematically 
mixed alphabets, but sometimes it might be considered risky or difficult to exchange this information. 
Four different acceptable methods have been presented to create a mixed alphabet from a keyword; you 
may decide to use only one keyword and three different methods of your choice to generate the mixed 
alphabets to rearrange the matrix. 


As a final step in masking the content of your communications, it is customary to group the letters in 
your ciphertext in order to disguise the length of the words. Some operatives choose to broadcast 
messages by sending letter groups over powerful radio transmitters covering a very large area to mask 
the location of the recipient. To decrease the possibility of error when receiving and transcribing, 
groups of letters are sent four or five at a time, making it likelier that the recipient will not miss any. 
For example, an encoded message may be broadcast in this manner: 


EOJEO EBBLY IHERS KQIMX PSALD AJRNO GANLA 
HCRNJ SQFPG TLKQU GOWVS NXMHR VHAMD OFRKX 
FRVPA KOSNT YMJGQ WCBIE DLHUZ UX 


If the sender wishes to add null letters at the end of the text to make a complete quintuplet of letters or 
to fill out a complete line, that is perfectly acceptable. 


SUMMARY 


One could argue that all this could be easily accomplished by obtaining or creating a dedicated 
computer program to do the same task. That is true. However, nothing can replace your own ability to 
accomplish this independently, using your education and guile. Doing this manually removes the need 
for reliance on someone else's resources. You do not need to buy or download specialized software, 
possibly giving away your intent and identity to an unknown third party. You can be more confident of 
no “back door" reporting details of your use of the program to an unknown hostile agency. There is no 
need to compromise the security of your computer by attaching it to the internet or other network. You 
could easily accomplish this with a computer straight out of the box, never having been attached to any 


network whatsoever. The dedicated program may not be compatible with your system. Finally, under 
austere conditions, even locating the dedicated program may not be possible at all. 


AN OBSERVATION CONCERNING THE FUTURE OF CRYPTOGRAPHY 


Within this guide lies a statement: “In deploying a system of encrypting communications, the goal cannot be to 
attain absolute security, it must be to make an adversary expend a disproportionate amount of resources in an 
attempt to intercept and decipher messages.” Many people have taken exception to that sentence, suggesting that 
the optimum effort would be to create a system of encryption as difficult to break as possible. I would like to 
disagree. 


The development of clandestine communications has largely mirrored that of common warfare. In ancient times, 
leaders and kings would lead their forces into battle. The goal of the fighting force was to capture or kill the 
opposing king. 


Later, generals and other advisors were delegated to lead armies against their adversaries. The leader would stay 
at a secure location in the heart of his or her territory, and the army that conquered or destroyed the opposing 
force would be considered the victor. 


The mid-eighteenth century brought the innovation of guerrilla warfare. When large, organized forces invaded 
another country, small bands of defending units would attack from concealed positions would engage the enemy 
in attempts at small victories, to kill officers, or to destroy or appropriate supplies and equipment. This was 
highly successful. 


However, around the time of the Korean War and the Vietnam Conflict, a new type of strategy was created: 
asymmetric warfare. The tactics were the same as used in guerrilla warfare, but the goal was dramatically 
changed; now, a small, ill-equipped and underfunded force would engage a larger force using improvised 
weapons, booby traps, improvised explosive devices, and dilapidated single-shot rifles often of fifty-year or 
more vintage. The small force would instigate short but deadly surprise attacks, make a hasty retreat, and often 
completely disappear before the larger and well-equipped adversary could react. Their objective, unlike guerrilla 
warfare, was not to defeat the enemy, but to destroy their morale and force them to expend a vastly 
disproportionate amount of resources in an attempt to defeat the smaller force. 


Common wisdom states that in Vietnam, the Americans spent upwards of $23,000 to kill one North Vietnamese 
soldier, while the Vietnamese spent less than 30 cents to kill one American. 


The evolution of cryptography has largely followed a similar path as the methods of warfare up to a certain 
point; from the time of ancient Rome up to the Renaissance, cryptography was largely the domain of kings and 
high-ranking clergy. Beginning in the 1300s, the field made many advancements, when many of the modern 
methods of cryptography were developed. By the 1800s, education had come to the common people, and the 
telegraph had come into use, encouraging commercial firms to promptly devise their own codes and cipher 
systems in an attempt to protect their business interests against competitors. It was now popular and fairly 
common for private citizens to use ciphers to communicate, as sealed envelopes were not commonly used and 
postal workers and telegraph operators were free to read the contents of letters and messages. The Civil War in 
the United States offered an opportunity for a more extensive use of cryptography in military communications, 
while World War I and the employment of wireless telegraphy only served to further emphasize the necessity for 
the use of codes and ciphers, as communications could now be intercepted often at a very long distance. 


There remains only one further development to complete this chain of logic. While fundamental skills in 
cryptography have historically been used to exchange communications, they have not yet been employed in the 
same manner as weapons in asymmetric warfare; the concept is practical and I believe it can be successfully 
executed if employed properly. A small group of people, widely dispersed geographically, might use a system of 


cryptography such as has been presented here to wage a campaign against a well-financed and organized 
adversary by creating a number of enciphered messages to be left in public places, emulating dead drops as used 
by the intelligence community (much like the aforementioned hobby of geocaching). The system of enciphering 
would not need to be unbreakable, in fact, the opposite is desired. The messages would not be so well-hidden 
that they would be not found by their adversaries or by members of the public, in fact they would be intended to 
be found. They would not have any actual content of any intelligence value, created with the sole purpose of 
provoking the adversary into expending a disproportionate amount of resources in the pursuit of deciphering 
these message to gain intelligence on a large phantom force that may not even exist. Additionally, the 
adversary’s morale could be diminished if the messages force them to deploy a large number of their own forces 
in response to the false information stated in the messages. Hundreds, if not thousands of these messages could 
be left in public places over an extended period of time. Alternately, a number of messages could be posted in a 
public forum online; there are a number of such places that allow users to post anonymously that would fit this 
need. People could create QR codes with links to such messages and strategically post them in public places, or 
simply post the URL of the website, handwritten on a wall or a piece of paper posted in a public location.. 


If such a strategy was utilized correctly, the intelligence arm (and therefore, the government) of a powerful 
adversary could become completely bogged down and it’s resources depleted. The small group could continue 
to troll their adversary into needlessly expending their resources, “hiding” more “secret communications” that 
costs the small group almost nothing. It could be used for military purposes, to influence political movements or 
campaigns, or to push a social agenda. 


This concept has not yet been put to use on any significant scale, but it is only a matter of time before we see it 
employed. Currently, the use of encryption is seen as an end, and not as a means when creating conflict for an 
adversary. I assert that that will change. 


OTHER READING: 


I know the information I have presented here may seem awfully complex if you are not familiar with 
the art of cryptography; I have made this paper as brief as possible to cover only one small part of a 
vast field. 


If you are having a hard time trying to grasp what I have been saying, perhaps you may find other 
publications on the same subject helpful. I have scraped together a short list of publications you might 
find more helpful than what I have put together. 


There seems to be an almost endless supply of material that is available online if you wish to pursue 
some sort of self-education in this field. Much of this can be found at archive.org; government 
pamphlets, training manuals, old technical publications and books are easily found through their search 
engine. Entire books are available, but most require you to register for an account in order to borrow it 
for a short time. If you do decide to register, don’t use your own email, use a throwaway account, or 
one of those ten-minute anonymous mail accounts available on the internet for that kind of thing. 


Here are a few books available for downloading from archive.org without checking them out: 
Codes and Ciphers by William Friedman (1961) — a reprint of a 1956 Encyclopedia Britannica article; 


a lot of great information crammed into a small space, and much material not presented here that would 
provide a better understanding of cryptography in general. 


Codes, Ciphers, and Secret Languages by Fred Wrixon (1989) — Written for the advanced juvenile 
crowd, but worth pursuing. 


Codes, Ciphers, and Secret Writing by Marvin Gardner (1972) — Written for children or juveniles, but 
still worth a look. 


Cryptography, by Andre Langie (translated from French) (1922) — More of a novel than a textbook, but 
worth reading because it is relaxing rather than taxing, and it offers insight into the thought processes 
of a person devoted to breaking ciphers. 


Cryptography — The Science of Secret Writing by Laurence D. Smith (1943) — a well-written book that 
makes enciphering manually easily understandable. 


Elementary Cryptography and Cryptanalysis by Donald D. Millikin (1943) — Worth pursuing, well- 
written, but the only copy I have found that can be downloaded as a .pdf is a typewritten reproduction 
apparently used by Israeli intelligence. It’s a poor quality copy but readable. 


Manual for the Solution of Military Ciphers by Captain Parker Hitt (1916) — A must-have. Written at 
the eve of the US entry into the First World War, it set the standard for education in cryptography for 
decades. 


US Army Field Manual 34-40-2, Basic Cryptography (1990) — Worth pursuing but you have to muddle 
through military language and organization of thought. 


RULERS FOR A VIGENERE TABLE 


If you should choose to use a Vigenére table with a rotation of 26 or more rows and columns as I 
presented earlier, enciphering and deciphering are both made easier if a “ruler” is created that has the 
appropriate letters printed on it. This is an illustration of what should be constructed. In order for the 
letters to properly align, the “ruler” should be created using the same spreadsheet program with the 
column and row spacing the same as the Vigenére table. I have found that a table with a column width 
of .24 inches will print on a single sheet of paper; your equipment may vary. 


ABCDEFGHIJKLMNOPQRS TUVWXYZ E < cut along dotted 
lines and 
reinforce with 
clear tape 
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